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Managed Services for

DEFENSE COMPLIANCE

DFARS 252.227-7012 is a regulatory requirement for Department of
Defense (DoD) contractors and subcontractors to protect Controlled
Unclassified Information (CUI) with the NIST 800-171 cybersecurity
framework. The Cybersecurity Maturity Model Certification (CMMC) will
eventually replace NIST 800-171 and will require an independent
accredited body to perform controls audits to certify all of the necessary
regulatory requirements have been met.

WHAT ORGANIZATIONS ARE REQUIRED TO COMPLY?

All Department of Defense (DoD) contractors and subcontractors must protect CUI within
their corporate systems and implement flow down requirements. These entities are required
to implement NIST 800-171 and post a System Security Plan (SSP) attestation to the
Supplier Performance Risk System (SPRS) for federal public record. All discovered risks must
be remediated.

Who Enforces Defense Contractor Compliance?

« SPRSis a legal attestation of compliance backed by penalties of criminal fines and judgments in the False
Claims Act (FCA). The lack of transparency and trust within the Department of Defense also poses significant
risk to the acquisition and sustainment of DoD contracts.

ACCESS ONE CAN HELP YOU STAY COMPLIANT

Our IT security services help defense contractors stay
compliant with DFARS regulations. You can rely on us for:

v/ NIST 800-171 CSF support to ensure you’re meeting the DoD industry regulatory requirements
for cyber security.

v/ Risk Assessment to ensure you're aware of areas where CUI may not be properly protected including supply
chain risks.

+/ Advanced Security Controls that guarantee your security programs effectively reduce risk of advanced
persistent threats (APTs).

+/ Encryption that keeps CUI guarded throughout the information lifecycle.

+ Data Loss Prevention so access to sensitive defense data is limited to those employees who require it,
thereby minimizing sensitive data exposure.

+/ Compliance Reporting that will help you monitor the status of your security and compliance efforts.

ALIGN WITH ACCESS ONE FOR Defense contractors that must meet DFARS regulations can rely on
the Access One cyber security experts to protect CUl and remain
YOUR COMPLIANCE NEEDS

compliant. Get in touch with us today to get started.
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